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How do we connect them together?
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What Makes a Good Multi-
tenant Kubernetes Solution
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Building a Secure and
Maintainable PaaS

WATCH VIDEO
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ect888 uses Cilium as their
CNI and for load balancing

READ BLOG

MASMOV'L
Scaling a Multi-Tenant

Kubernetes Clusters in a
Telco

WATCH VIDEO

PostFinance's

PostFinance is using Cilium
as their CNI for all mission
critical, on premise k8s
clusters

READ CASE STUDY

/%) Northflank

Northflank uses Cilium as
its CNI plugin across GCP,
Azure, AWS and bare metal

CJAlibaba Cloud

Building High-Performance
Cloud Native Pod Networks

READ BLOG

@ENGN

Cloud Native Networking
with eBPF

WATCH VIDEO

Ay GitLab

Kubernetes Network
Policies in Action with Cilium

VIDEO

<O> Meltwater
Meltwater is using Cilium in
AWS on self-hosted multi-
tenant k8s clusters as the

CNI plugin

WATCH VIDEO

sky

eBPF & Cilium at Sky

WATCH VIDEO

"® overstock.com

Overstock uses Cilium as
their CNI for self hosted bar
metal clusters

Co® Service Mesh

Sidecar-free Service
Mesh, Ingress, &
Gateway API

aws

AWS picks Cilium for
Networking & Security on
EKS Anywhere

READ BLOG

n DATADOG

Datadog is using Cilium in
AWS (self-hosted k8s)

WATCH VIDEO

Google

Google chooses Cilium for
Google Kubernetes Engine
(GKE) networking

READ BLOG

MOBILAB

Mobilabs uses Cilium as the
CNI for their internal cloud

READ BLOG

Skybet uses Cilium as their
CNI

READ BLOG

QPalantir

Palantir is using Cilium as
their main CNI plugin in AWS
(self hosted k8s)

Bell

Bell uses Cilium and eBPF
for telco networking

VIDEO 1 VIDEO 2

f) DigitalOcean

Managed Kubernetes: 1.5
Years of Cilium Usage at
DigitalOcean

WATCH VIDEO

IKEA uses Cilium for their
self-hosted bare-metal
private cloud

WATCH VIDEO

ne»:iot

Nexxiot using Cilium as the
CNI plugin on EKS for its loT
SaaS

READ USER STORY

Trip.com

Trip.com uses Cilium both
on premise and in AWS

BLOG 1 BLOG 2

@ PLAID

Plaid uses Cilium as the CNI
for its serverless database
platform
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Network
Observability &
Monitoring

® AccuKNoX

AccuKnox uses Cilium for
network visibility and
network policy enforcement

Il ByteDance

ByteDance uses Cilium as
their CNI for self-hosted
Kubernetes clusters

& elasticpath

Elastic Path uses Cilium in
their production CloudOps
Kubernetes clusters

infomaniak

Infomaniak uses Cilium in
self-hosted clusters on
bare-metal and Openstack

KRYPTOS LOGIC

Kryptos uses Cilium as the
CNI for their on-prem
Kubernetes clusters

X' REPLY

LiQuID

Liquid Reply is a consulting
firm that uses Cilium in
client projects

\ACOSS\

Acoss uses Cilium as their
main CNI plugin for self
hosted Kubernetes

CAN@NICAL

Canonical's Kubernetes
distribution microk8s uses
Cilium as CNI plugin

®

F5 uses Cilium VXLAN
tunnel integration with BIG-
P

INNO

innoQ uses Cilium to run
their customer’s
infrastructure

mube-OVN

Kube-OVN uses Cilium to
enhance the CNI service
performance, security and
monitoring

M Melenion Inc

Melenion uses Cilium as the
CNI for its on-premise
production clusters

Tetragon

Security Observability &
Runtime Enforcement

#)) ArangoDB

ArangoDB Oasis uses
Cilium to separate database
deployments in a multi-
tenant cloud environment

CIVO

Civo is offering Cilium as
the CNI option for Civo
users to choose it for their
Civo Kubernetes clusters

finleap

wnnect

finleap connect uses Cilium
on a bare metal private
cloud
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Cilium is the platform that
powers Isovalent's
enterprise networking,
observability, and security
solutions

N
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Kubermatic uses Cilium as

the CNI for its Kubernetes
installer and platform

MUX

Mux uses Cilium on self-
hosted clusters in GCP and
AWS to run its video
streaming/analytics
platforms

s ayedo

Ayedo builds and operates
cloud native platforms using
Cilium

_E{J,—:v COGNITE

Cognite uses Cilium as the
CNI plugin for industrial
DataOps

FORMG

FINANCIAL CLOUD

Form3 is using Cilium in

their production clusters
(self-hosted, bare-metal,
private cloud)

JUM_

JUMO uses Cilium as the
CNI plugin for all of their
AWS-hosted EKS clusters

€4 KUBESPHERE

KubeKey is an open-source
lightweight tool for
deploying Kubernetes
clusters and addons

myfitnesspal

MyFitnessPal trusts Cilium
with high volume user traffic
on AWS and GKE
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What if we could manage
existing Infrastructure as we
manage Kuberentes?
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Principle #1.:

Combines all Cilium
components into a single
mesh:

- Kubernetes Networking
(CNI)

- Cluster Mesh (Multi-Cluster)

- Ingress & Egress Gateway

- Load Balancer

- Service Mesh

Cilium Mesh

One Mesh to Connect Them All
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Principle #2:
Connects Kubernetes, VMs, and Servers across
cloud, on-prem, and edge.



Cilium Mesh

Connect Kubernetes, VMs, and Servers
across Cloud, On-Prem, and Edge.

Kubernetes Multi-Cluster Multi- & Hybrid-
Networking Networking Cloud Networking
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Cluster Mesh - Introduction

External workloads On-Premise Cloud Edge
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Kubernetes Services
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Cluster Mesh - Service Example

apiVersion: vl
kind: Service
metadata:
name: backend-service
annotations:
to.cilium/global-service: "true"

to.ctlium/service-affinity: remote
spec:
type: ClusterlIP
poOrts:
= POrt: ©
selector:
name: backend
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Prometheus
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Kubernetes Network Policy

J to app=backend

>

Frontend Backend

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: frontend-egress-allow-to-backend
spec:.
podSelector:
matchLabels:
app: frontend
egress:
- to:
- podSelector:
matchLabels:
app: backend
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